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OTHER DUTIES:  
Perform related duties as assigned.  

KNOWLEDGE AND ABILITIES:  

KNOWLEDGE OF: 
Hypervisors, including VMware ESXi, Hyperv-V, vCenter, vOperations, VDI and associated applications. 
Server operating systems, including Microsoft Server, UNIX and Linux. 
Server hardware platforms, including Cisco UCS, Lenovo, Dell, and Fujitsu. 
Storage systems, including Nimble and Datrium. 
Enterprise applications, including Microsoft Active Directory, Microsoft SQL Server, DNS, and LDAP 
directory services. 
Messaging systems, including Microsoft Exchange, Office 365, and Enterprise Information Archiving 
systems. 
Cloud and hosted services, including Microsoft Azure and Amazon Web Services. 
Backup and data replication systems, including BackupExec, Commvault, and Zerto. 
Techniques for database performance monitoring and tuning, indexing, security, recovery, and data 
integrity. 
Analytical, research and problem solving methods; systems analysis and project management procedures 
and techniques.  
Project management concepts, procedures, and tools, including Microsoft Project. 
State and Federal laws and regulations relating to data systems, particularly as related to data security 
and privacy.  
Information systems and network terminology, policies, procedures, and vendors.  
Desktop computer hardware and software. 
Networking as it pertains to server and storage infrastructures. 
Cyber security and firewall concepts and best practices. 
Current trends, techniques, and general principles in enterprise technology.  
Proper telephone etiquette and public relations skills.  
Proper English usage, grammar, punctuation, and vocabulary.   

ABILITY TO:  
Apply specialized knowledge to LAN/WAN networks, firewalls, telecommunications systems, data 
communications, servers, hardware and software systems.  
Identify and isolate systems or network related problems through the performance of diagnostics, and 
determine appropriate action for resolution.  
Establish and maintain logs, records, lists, fact sheets, and files regarding specialized transactions, 
procedures, and policies.  
Determine systems, servers, applications, and materials to meet user and customer requests and project 
requirements. 
Install, configure, maintain, and support database systems including Microsoft SQL Server and 
PostgreSQL. 
Diagnose database problems; tune databases for optimum performance. 
Prepare user guides and a variety of statistical and narrative reports.  
Work various shifts with minimal supervision to meet user and customer needs.  
Operate a variety of computer and peripheral equipment including desktop and laptop computers as well 
as associated software. 
  




